National Crime Prevention and Privacy Compact
COMPACT COUNCIL MEET
WEST YELLOWSTONE, MT
JUNE 24-25, 2003

MINUTES

The meeting of the Compact Council was caled to order & 9:00 am. on
June 24, 2003, in the Canyon/Dunraven/Geyser meseting room at the Holiday Inn Sunspree
Resort, West Y dlowstone, Montana, by Compact Council Chairman Wilbur Rehmann.

Chairman Rehmann welcomed everyone to the spring meeting of the Compact Council
and expressed his gppreciation to FBI gaff for making the spring meeting in West Y elowstone
possible. He also encouraged attendees to take some time and explore the beauty of West
Y dlowstone while they were in the area.

Chairman Rehmann next introduced Mr. Todd Commodore, the FBI's new Compact
Officer. Mr. Commodore thanked Chairman Rehmann and the entire Council for being helpful
during histrangtion. He said that he and the entire Compact team are looking forward to

working with the Council and that they are dedicated to providing the best cusomer service and
support possible.

Next, Compact Officer Todd Commodore called the roll of the Compact Council
members. The following Compact Council members, or their proxies, were in attendance.

State Compact Officers:

- Mr. Rusty Featherstone, Oklahoma State Bureau of Investigation
- Lt. Cal. Jeff Harmon, Maine State Police

- Mr. Paul Heppner, Georgia Bureau of Investigation

- Mr. Wilbur Rehmann, Montana Department of Justice

- Ms. Donna Uzzdll, Horida Department of Law Enforcement

- Maor Mark Huguley, South Carolina Law Enforcement Divison
- Ms. Diane Schenker, Alaska Department of Public Safety

- SFC John H. O'Brien, New Jersey Divison of State Police

- Mr. David Sm, Kansas Bureau of Investigation
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State/l ocal Criminal Justice Agency Representative:

- Vacant

Federal Noncriminal Justice Agency Representative:

- Ms. Kathy Dillaman, Office of Personne Management
Federal Criminal Justice Agency Representative:

- Ms. Winona Varnon, Office of Personnd Management
Advisory Policy Board Representative:

- Mr. Frank Sleeter, Sun Prairie Police Department
Federal Bureau of Investigation:

- Mr. Michael Kirkpatrick, FBI, CJS Divison

Mr. Fred Rice, West Y dlowstone town manager, welcomed attendees and provided them
with information about the town of West Y ellowstone.

Mr. Bill Wise, anationa park ranger out of West Y dlowstone, presented a dide show on
the history of West Y ellowstone National Park. He aso provided maps and guides to the park
for dl attendees.

Chairman Rehmann then introduced Mr. Larry Fasbender, Deputy Director of the
Montana Department of Justice, who welcomed guests on behdf of Attorney Generd
Mike McGrath who was unable to attend the meeting. Mr. Fasbender then introduced
Mr. Steve Tesinsky, Divison Adminigtrator from the Adminigtration Technology Services
Divison at the Montana Department of Justice. Mr. Tesinsky provided an overview of the
Montana Department of Justice's organizationd structure. (See Attachment 1).

Compact Council Vice-Chairman Jeff Harmon recognized Chairman Rehmann on behalf
of the Council, for his past four years of dedicated service as Chairman of the Council. Thiswas
Mr. Rehmann's last meeting as Chairman and Mr. Harmon presented Chairman Rehmann with a
collage of pictures from his tenure with the Compact Council.

Mr. Gary Cooper, Executive Director, SEARCH, aso honored Chairman Rehmann for
his success with the Compact Council.

Next, FBI Compact Officer Todd Commodore, provided an update on the National
Fingerprint File (NFF). He reported that to date, FBI staff has conducted site visits for
Oklahoma, Colorado, Nevada, Georgia and South Carolina. According to his report, Oklahoma
has tentatively scheduled to become a NFF gtate in September of this year, Colorado is
estimating that they will become a NFF state in November or December, and Nevadais looking
a January 2004. Georgiaand South Carolinaare ill pending.

Page 2



The next item of business was the gpprova of the minutes from the February 2003
mesting.

Compact Council Action: Ms. Winona Varnon, Office of Personnel
M anagement, made a motion to approve the February 2003 minutes.
The motion was approved by acclamation.

Meseting attendees in the gallery introduced themsdves and the agency they represented
(See Attachment 2).

Next, Chairman Rehmann provided the Compact Council with alist indicating which
states have passed the Compact. He mentioned that Tennessee and North Carolina have just
recently passed the Compact bringing the total number of Compact statesto 18. Thereare 12
gates who have sgned the Memorandum of Understanding (MOU).

Chairman Rehmann next initiated/addressed agendaitems.

Topic#1 Standards Committee Report on the Release of Expunged Record Data from
State Central Repositories

Lt. Col. Jeff Harmon, Standards Committee Chairman, presented this topic. He said that
the state of Kansas raised the issue of interpretation regarding whether or not expunged records
should be released pursuant to the Compact. The language in question was Article 4B in the
Compact, referenced in Topic 3, that state crimina history record repositories shall provide
crimind history records excluding seded records to crimina justice agencies and other
governmental and nongovernmenta agencies for noncrimind justice purposes. According to
Lt. Col. Harmon, the Standards Committee reviewed the language for sedled records, which
dates that according to Article 1, Part (21)(A)(iii), seded record information isinformation that
IS “subject to restrictions on dissemination for noncrimina justice purposes pursuant to a court
order related to a particular subject or pursuant to a Federa or State statute that requires action on
aseding petition filed by a particular record subject.” The Standards Committee determined that
while different terminology was used in Kansas than in the Compact, expunged recordsin
Kansas il fdl within the definition of “seding” in the Compact. Lt. Col. Harmon further stated
that as the topic was provided for information to educate states that they review the appropriate
Compact language and then compare it to their state statutes. Further, irrespective of what terms
are used to identify records that are to be withheld for certain purposes, states are not required to
provide those records to |11 requests if the state meets the definition of sealing in the Compact.

Compact Council Action: Thistopic was accepted as information only.
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Topic #2 Standar ds Committee Report on the Ability to Search Online Civil Filefor
Criminal Background Checks of Applicantsfor Positionsof Trust

Chairman Rehmann advised the Council that this topic was referred back to the Standards
Committee for further discussion.

Topic #3 Standards Committee Report on the State/NFF Qualification Requirements
and Audit Criteria

Lt. Col. Harmon, Standards Committee Chairman, presented this topic. He mentioned
that there has been ongoing work in the Standards Committee dealing with both the State and
FBI NFF Requirements. In February 2003, the Standards Committee reviewed the State
Qudification Requirements (See Attachment 3) and there was one outstanding issue that il
was not clear. Staff recommended adding qudification requirement | D: the total percentage of
|AFIS system rgects due to low image qudity on arrest fingerprint submissons shdl be lessthan
0.5% of the total arrest fingerprint submissons. The total percentage of service provider rejects
due to insufficient, indiscernible, erroneous or incomplete arrest fingerprint image submissons
ghdl be lessthan 5%. Staff dso recommended the associated audit criterion be changed to:
regjects (L008) shal be lessthan 0.5%. Thetota combined percentage of service provider rejects
(L0116, L0117, and LO118) shdl belessthan 5%. Lt. Harmon stated that the committee utilized
data that was provided by staff in setting the stlandard. Furthermore, he stated that the Committee
believes that the standard can be met by the states based on the past performance that's shown in
the data. In conclusion, he clarified that the current request before the Compact Council was to
adopt the standard. A proposed rule will be brought before the Council at alater time once the
FBI NFF Qualification Requirements are completed.

Compact Council Action: Lt. Col. Jeff Harmon made a motion to adopt the tate/NFF
Qualification Requirements and Audit Criteria as presented. The motion was
seconded by Mr. Paul Heppner, Georgia Bureau of I nvestigation. The motion carried.

Topic#4 Utilizing the Delayed Finger print Submission Rule for Hazardous M aterials
Endorsement Criminal History Record Checks

Chairman Rehmann provided a brief overview on thistopic. He stated that at the last
Council mesting in February, Mr. Justin Oberman and Mr. Bruce Brotman, Transportation
Security Adminigration (TSA), provided the Council with a proposd to utilize the Delayed
Submission Rule in order to meet their requirements to conduct name checks as stated in Section
1012 of the USA PATRIOT Act. Mr. Oberman and Mr. Brotman participated in open discussion
regarding the concerns of the Council with the rule via conference call. According to
Mr. Oberman, TSA has invested a sgnificant amount of timeinto introducing theruleand it is
dill very much in the planning stages. In addition, there has been one conference cal between
TSA, Lt. Col. Harmon, and Chairman Rehmann regarding the planning stages. Chairman
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Rehmann advised participants that, according to the proposal between TSA and the Council,
TSA needed to call amesting of al interested parties that are listed in the agreement. He further
explained that thiswould include, not only the FBI, but the CJ'S Advisory Policy Board (APB),
AAMVA, loca law enforcement, Compact Council, and other interested parties to talk about the
plan for the capture and the channding of fingerprints for application or renewd of a hazardous
materids endorsement on acommercia driverslicense. Chairman Rehmann expressed concern
regarding the short time frame to implement the PATRIOT Act. Mr. Brotman advised the
Coundil that within Sx months of passing the interim rule, they wanted to be able to begin
fingerprint capture and processing. The Council expressed concern on how TSA was going to
collect the fingerprints and how they were going to be channeled to the FBI, TSA, or to some
other entity that TSA may designate.

Compact Council Action: Mr. Michael Kirkpatrick made a motion that the Chairman
of the Compact Council send a letter of concern to the secretary of Homeland Security
regarding thisissue and that the letter should outline the Council's concerns and the
need to take expeditious action in order to meet the deadlines that have been set by law,
by regulation, and by agreement with the Council. The motion was seconded by Major
Mark Huguley. The motion carried.

A draft letter was prepared and circulated to Council members for review and comment.
Thefind letter was sent via E-mail (See Attachment 4) to Council members.

Additional ltem:

Mr. Wilbur Rehmann presented a letter on behaf of the Council to Mr. Gary Cooper
commending him for his outstanding service to the Council. Also, Mr. Frank Campbell,
Asssgtant Attorney Generd, U.S. Department of Justice, presented Mr. Gary Cooper with a
letter from U.S. Attorney Generd John Ashcroft, thanking him for his dedication and hard work
throughout his 29 years with SEARCH. Mr. Cooper played an integra rolein promoting
cooperation between the states and the federa government to improve the management,
availahility, and the use of crimind higtory record information and identification technologies.
Mr. Campbell stated that the processes of the FBI have benefited greatly from Mr. Cooper’s
knowledge and experience and that on behaf of the Department of Justice and the FBI,

Mr. Campbell expressed to Mr. Cooper best wishes on his retirement.
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Topic#5 Standar ds Committee Report on Noncriminal Justice Outsourcing
I nitiatives and the Development of a Security and M anagement Control
Outsour cing Standard and Drafting of Privatization Rule

Chairman Rehmann mentioned that there have been numerous discussions on the
privatization rule for noncrimind justice outsourcing. The Council has worked with Charlie Pruitt
and the CJIS APB Security and Access Subcommittee, and more recently, Lt. Col. Harmon
and the Standards Committee have discussed it.

Next, Lt. Col. Harmon presented the report from the Standards Committee. Origindly,
Mr. Bob McKeever, Maryland Department of Public Safety, chaired a committee that devel oped
the draft outsourcing rule. It was decided that there needed to be some type of security standard
that would be applicable for outsourcing that was undertaken pursuant to that rule.
Lt. Col. Harmon gtated that there were no items for the Council to act upon, however, he was
going to provide the Council with some of the policy issues that have surfaced. The Standards
Committee plansto revisgt thistopic again & its next meeting in August.

Lt. Col. Harmon briefed the Council on the following issues discussed by the Standards
Committee:

Who should provide the notice of outsourcing, and what type of notice should the
Compact Council require if an authorized agency were to engage in outsourcing? Did the Council
want to be notified? Did the Council want to have copies of contracts? What level of review did
the Council intend to undertake relative to outsourced activities? The sense of the committee
regarding outsourcing was thet the entity that outsources their activity ill maintains management
and control. Further, the entities would still be respongble for the actions of the vendor or the
other governmental agency with which they have contracted; and finaly the sate of the authorized
recipient would be the state that would be responsble for oversaght activities.

The Standards Committee had discussions regarding technica standards.
Lt. Col. Harmon stated that CJIS has very thorough technica standards that can be transferred to
this standard and that they would cover the issues of technical security of the information.

Regarding what would take place as far as the relationship between the parties, the sense
of the committee was that this standard would be abasdline. It would not prohibit a state or the
authorized recipient to have gtricter standards within their contract; but, they would at least have to
meet this as a minimum standard, and that the standard would take precedent over the contract. A
number of issues have been raised regarding what type of instrument could be used to effectuate
the relationship. Thefeding of the committee was that aslong as the instrument contractudly
bound the two parties together to those requirements, then that would be acceptable. The
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authorized recipient ultimately has to have management control and has to be respongble for the
activities of any contractors or subcontractors that engaged in work under the outsourcing
agreement.

Ancther issue of concern was personnd that might be involved from an outsde vendor and
what type of background check requirement might be required of that individua. The Committee
recognized that noncrimina justice outsourcing differs from the crimind judtice privatizetion in that
the noncrimind justice outsourcing does not involve terminad access. Currently, thereisno
apparent authority to conduct a national background check, but a state may have a 92-544 statute
authorizing a state check.

Lt. Cal. Harmon aso mentioned that the committee felt that there needed to be additional
discussion regarding the outsourcing agreements.  Whether they are contracts, service level or
intergovernmental agreements, and how they aretied to audits.  Additiondly, how would the
Council or the FBI measure compliance by the responsible party and how do you audit the
activities of the contractor?

Lagtly, there were discussons regarding re-dissemination.  What are the current laws and
rules regarding dissemination of the information? How do you ensure that the outsourced work
that theindividud is performing complies with the laws and rules; and how do you guarantee that
there isn't re-dissemination or capture of data for reuse for some unauthorized purpose?

Lt. Col. Harmon concluded by saying that there was still a considerable amount of work to
be done by the Standards Committee before they would be able to recommend a document to the
Council for consderation.

Mr. Michael Kirkpatrick, ADIC CJIS Divison, expressed concern regarding TSA and
the potentid that they were planning to outsource their background checks. Mr. Kirkpatrick felt
that if the Council didn't move on this quickly, that they may be unable to control the maturation of
noncrimind justice outsourcing. Mr. Kirkpatrick suggested that it would be agood ideafor the
Council to communicate with TSA asto what is currently authorized for outsourcing.

Compact Council Action: Mr. Frank Sleeter, Sun-Prairie Police Department,
made a motion that the Chairman of the Compact Council write a letter to TSA
formally notifying them what the current regulations and laws are regarding
privatization in terms of outsourcing. (See Attachment 5) The motion was
seconded by Mr. David Sim. The motion carried.
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Topic#6 The FBI Conducted a Study to Examine Why Ten-Print Finger print
Submissions are Rej ected.

Lt. Cal. Jeff Harmon, Standards Committee Chairman, presented thistopic. He reported
that it was the consensus of the Standards Committee that this type of reporting to the states was
very beneficid but could be of more useif the device from which the error originated was
identified. He explained that there may be multiple devices using the same ORI number. Thus, as
they are d| originating from the same agency, it is often difficult to pinpoint the source of error in
order to take corrective action. Other than that comment, the Standards Committee concurred
with the Interstate | dentification Evauation Task Force and the APB's I dentification Services
Subcommittee.

Mr. Todd Commodore, FBI Compact Council Officer advised thet aletter is forthcoming
from the FBI explaining that agencies can request amonthly reject report from their CJIS Wide
Area Network (WAN) connections. He aso stated that in regarding to the importance of
fingerprint capture devices, a contributor letter dated February 2002 was sent from the FBI to
users to educate them on the importance of populating the image/equipment capture fidd. (See
Attachment 6).

Compact Council Action: Thistopic was accepted as information only.

Topic#7 Change M anagement for Standardized Rap Sheet

Lt. Col. Jeff Harmon, Standards Committee Chairman, presented thistopic. He explained
that thisissue initidly arose from a discussion about adding Wanted Person information to 111
responses. Once this occurs according to Lt. Col. Harmon, the Joint Task Force (JTF) would
need to look at making modifications to the standardized rap sheet to accommodate this
information. Origindly the focus was on developing the standardized rap sheet and little
condderation was given to maintaining it and moving forward with it. As more and more Sates
utilize these systems, it becomes a very complex process to make changes to the standards, to
accept the dates by which changes need to be made, and to ensure that they are included in the
standard so that requirements are not overlooked.

Compact Council Action: Lt. Col. Jeff Harmon made a motion that Chairman
Wilbur Rehmann communicate to the chair of the Joint Task Force on Rap Sheet
Standardization, the Compact Council's support of JTF's effortsto formalize a
change management process for the standardized rap sheet. Mr. David Sim,
Kansas Bureau of | nvestigation, seconded the motion. The motion carried.
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Topic#8 Discussion of the Draft Compliance (Sanctions) Rule

Ms. Donna Uzzdll, Sanctions Committee Chair, presented thistopic. Ms. Uzzell provided
an update on the suggested changes which were based on the comments from the DOJ Office of
Legd Policy and Office of Legd Counsd, the FBI Office of Generd Counsd (Adminidtrative Law
Unit and Access Integrity Unit), and the CJIS Audit Staff regarding the Compact Council
Procedures for Compliant Conduct and Responsible Use of the Interstate | dentification Index (111)
System for Noncrimina Justice Purposes. Listed below are the Committee’ s recommendations as
covered by Ms. Uzzdll.

1. Add language to the preamble explaining the Council’ s authority to impose sanctions. Use
language from Article VI and X1 of the Compact.

2. Add the following language to the preamble regarding audit assistance from the FBI that is
contemplated in the rule:

Compact Article VI(f):

“The Council may request from the FBI such reports, studies, statitics, or other
information or materids as the Council determines to be necessary to enable the Council
to perform its duties under the Compact. The FBI, to the extent authorized by law, may
provide such assstance or information upon such arequest.”;

Compect Article [11(a)(2)(b):

“The Director of the FBI shall ensure that Compact provisons and rules, procedures, and
standards prescribed by the Council under Article VI are complied with by the
Department of Justice and the Federal agencies and other agencies and organizations
referred to in Article 111(2)(A).”; and

42 United States Code §14615:

“All departments, agencies, officers, and employees of the United States shdl enforce the
Compact and cooperate with one another and with al Party States in enforcing the
Compact and effectuating its purposes. For the Federal Government, the Attorney
Genera shall make such rules, prescribe such ingtructions, and take other actions as may
be necessary to carry out the Compact and this subchapter.”

Page 9



Add the following language to the preamble:

“The Compact requires the FBI Director to ensure that federa agencies comply with rules,
procedures and standards established by the Compact Council but does not directly
address the FBI’ s responsibility to ensure state compliance. The Act adopting the
Compact, however, providesthat al United States departments and agencies shall
‘enforce the Compact and cooperate with one another and with al Party Statesin
enforcing the Compact and effectuating its purposes.”  Pursuant to this direction and
authority, the FBI has agreed to aso conduct audits of state users of the Il for compliance
with the Compact and Compact Council rules.”

. Modify 905.3 (a), second paragraph, asfollows:

The reviews may consst of systematic analysis and evauations, including on-site
investi gatl ons, and shdl beas comprehensve as necessay te-e&abhéa—eemphaﬂeewﬁh-ﬂae

Council rules.

. Modify 905.4 (b) asfollows:

If the Compact Council agrees with the Committee' s finding, #shaH-eirect the Compact
Council Chairman teregdest shall direct the FBI Compact Officer to take appropriate
action to suspend noncrimind justice access to the I11 System by the offending agency.

. Modify p. 5 of the Preamble asfollows:

An tndlependent audit team will be established by the Compact Council to conduct
periodic reviews of the FBI and agencies that submit record check requeststo the FBI
under federd authority. Also delete the word *independent” from the phrase *independent
audit team” where it gppearsin therule.

Ms. Uzzdl stated that there were other non-substantive changes, regarding changing some

words to comply with the way arule would be written.  There was a suggestion by the DOJ that
too many parts were added. Ms. Uzzell lso mentioned that there needs to be a meeting between
the Compact Council Sanctions Committee and the APB Sanctions Subcommittee in order to
edtablish away to handle Stuations where a crimind justice agency has misuse that fals on the
noncrimina justice sde. According to Ms. Uzzell, it isthe intention of this rule that when clear
noncrimina justice access occurs, and that would most likely be by noncrimina justice agencies
ng the system for noncrimina justice purposes, that the Council will exercise its authority to
go through the process and start any necessary sanctions to those offending agencies.
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Ms. Uzzdl thanked the members of the committee and Mr. Michad Kirkpatrick and his
gaff, for al of the work that they contributed on the Sanctions Rule. The rule will be reviewed
with the revised changes at the next Compact Council mesting.

Compact Council Action: Thistopic was accepted as information only.

Topic#9 Comments Recelved on the Proposed Dispute Adjudication Rule

Chairman Wilbur Rehmann presented thistopic. During a recent teleconference, the
Dispute Adjudication Committee addressed comments from the FBI CJIS Nationd Instant
Background Check System (NICS) and from the F orida Department of Law Enforcement
(FDLE). Chairman Rehmann discussed each comment and the Committee's response as covered
in the handout, (See Attachment 7). The Council agreed with the Committeg's
recommendations as outlined in the handout except for Comment 2 from the Florida Department
of Law Enforcement. The following change was made: The following sentence will be added in
section 902.3 (a), in the case when the Compact Council Chair is the committee member with the
conflict, the chair shall take gppropriate steps to gppoint a replacement to resolve the conflict.
According to the discussion, the primary reason for the change isto indicate that it is not just a
replacement, but a replacement that resolves the conflict.

Mr. Frank Campbell, Department of Justice recommended that the Committee's response
t0 902.4(b) should be reviewed by the Department of Justice's Office of Legal Counsdl to ensure
that the verbage change was not binding the Attorney General of the United States.

Compact Council Action: Ms. Donna Uzzell, FDLE, made a motion to accept the
committee responses and recommendations. Mr. Rusty Featherstone, Oklahoma State
Bureau of I nvestigation, seconded the motion. The motion carried.

Topic #10 Standar ds Committee Report on Extending Federal Civil Applicant
Backaground Investigationsto I nclude Use of 111 for Backaround Checks
on Friends, Relatives, and Associates

Lt. Col. Jeff Harmon, Standards Committee Chairman, presented this topic.
Lt. Col. Harmon explained that this topic had to do with comments that were made by the
Standards Committee relative to APB action on extending federd civil applicant background
investigations to include the use of 111 for friends, relatives and associates. The reason thiswas
brought forward was to make the Council aware of the letter that Chairman Rehmann sent to
Mr. Michael Kirkpatrick. When the Standards Committee reviewed the paper, they were aware
that the APB action would take place prior to the June Compact Council meeting. Asareault, the
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Chairman, based on the comments from the Standards Committee, forwarded those comments on
to Mr. Kirkpatrick so they could be considered by the APB when they took their action. Lt. Col.
Harmon further explained that the main points that were made in the | etter were that some of the
definitions were too broad in nature. The other issue raised was that states are required to
respond to authorized noncrimina justice purpose codes. A number of states raised the question
about whether or not they would be able to respond to Purpose Code J with this expanded
definition. New Y ork and California, which are non-compact states, don't respond to Purpose
Code Jrequests. Therefore, the question becomesif avaid Purpose Code J request is received,
is the Compact state bound to respond? By reading the Compact, one would believe the answer
isyes. On the other hand, pursuant to state statute, it may be the interpretation of the state that
the new definition that was approved by the APB, may, in fact, not fal within the scope of Purpose
Code J.

Chairman Rehmann concluded this topic by stating that the Standards Committee may want to
consder further discussion on thistopic.

Compact Council Action: Thistopic was accepted as information only.

Topic#11 Standards Committee Report on the Expansion of the Criminal History
Record Information (CHRI) Review and the National Fingerprint File
(NFF) Audit to Incor por ate the Services and Functionality of the
| ntegrated Automated Fingerprint |dentification System (IAFLS)

Mr. Todd Commodore, FBI Compact Officer, presented thistopic.  Thistopic
originated in San Diego with the CJ'S Audit Unit being tasked to develop and implement an audit
to accommodate the procedures and services that IAFIS provides. Through research and contact
with control termina agencies, state ident bureaus and loca agencies, it was determined that the
best way to accomplish thiswas to build it into the existing audit framework, which is the CHRI
review and NFF audit. The primary addition to the audits will be a sampling of the noncrimina
justice submissions, particularly the reason fingerprinted field. This moves towards the FBI's
migration to an automated quality control (QC) environment. Mr. Commodore stated thet this
addition will not take place until the FBI implements procedures to accommodete that APB
mandate. Currently, the FBI isin the process of developing a concept of operations (CONOPS)
for a“lights out” QC environment. Once completed, the FBI will forward the CONOPS to the
APB and the Compact Council respectively for their consideration.

Compact Council Action: Thistopic was accepted as information only
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Topic #12 Standards Committee Report on the M ethodology of the Noncriminal
Justice Agency Audit

Lt. Cal. Jeff Harmon, Standards Committee Chairman, presented thistopic. The
CJ S Audit aff prepared a paper for the Standards Committee to review regarding the
establishment of noncrimina justice agency audits. Overdl, the Standards Committee fdt thet the
paper referenced what seemed to be audits of the end user or the authorized recipient of the
record by the CJIS audit saff. The Standards Commiittee felt that the audit staff would be auditing
the performance of the sate, the Compact Officer, or the head of the repogtory in fulfilling their
duties. Additiondly, the Audit gaff would sample the activity of the authorized recipients to gauge
the performance of the sate. Consequently, the overal performance and activities of the
authorized recipients of the state would be the responsibilities of the Compact officer or the
repository. Lt. Col. Harmon aso explained that in generd terms, there are currently two rules. 1.)
There must be an authorized purpose to have accessto the recordsand 2.) No
re-dissemination. Clear communication of whatever standard is being used is necessary. The
main focus of the discusson dedlt with the fact that states currently do not have noncrimind justice
audit programs in place; therefore, there could be significant fisca impacts to the states depending
on the audit requirements.

Ms. Robin Stark, FBI CJIS Audit Unit stated that they plan to educate the states on the
new noncrimina justice audit requirements. They plan to conduct mock auditsto first educate the
daes. Additionaly, these audits will be non-sanctionable until afina decison on the privatization
and outsourcing from the Compact Council is determined.

Ms. Donna Uzzdll, Sanctions Committee Chair provided the Council with the Sanctions
Committee's report on thistopic. She stated that the Sanctions Committee had concerns about the
fiscal issues that would be involved in setting up asystem for noncrimind judtice audits at the Sate
level. They dso fdt that the information sharing should go through the state CTOs for
dissemination down to the end users. The last issue was that the recommendation of the APB
Security and Access Committee should gpply to a noncrimind justice agency and that background
checks may not need to be at the same leve asit would be for crimina justice agencies, who have
direct termina access.

Mr. Charlie Pruitt, APB Security and Access Subcommittee Chairman, reported that the
Security and Access Subcommittee would address any issues that needed to be reviewed.
Secondly, Subcommittee members were not trying to place any undue pressure on the states, but
were solely trying to ensure that gppropriate security measures were in place.

Compact Council Action: Thistopic was accepted as information only
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Topic #13 L egidative Update

Mr. Danny Moye, CJS Access Integrity Unit presented thistopic. Mr. Moye provided
an overview of some of the new federd legidation, introduced in the 108th Congress, that may
have an impact on the CJS Divison and its user community. Mr. Moye deferred the first topic
“Nationa Child Protection and Volunteers for Children Improvement Act of 2003” to Mrs.
Kimberly Smith, who is scheduled to present an overview in Topic #14. Next, he discussed the
Private Security Officer Employment Authorization Act of 2003. According to Mr. Moye, this act
would permit fingerprints to be submitted through state identification bureaus to the FBI for a
background check of private security officers. A state may decline to participate in the
background check system by enacting alaw or an order issued by the Governor stating their
intent. Mr. Moye then mentioned the Foster Care Mentoring Act of 2003 and then reported on
the Federd Facilities Locksmith Services Act of 2003, which would require locksmiths at
executive and judicid branch facilities to undergo state and nationd crimina history background
checks. He then explained the Energy Policy Act of 2003, which would require each individua
transferring or receiving nuclear materials to be subject to afedera background check. Next, The
Iris Scan Security Act of 2003 is a program that would provide grants to law enforcement
agencies to use iris scanning technology to conduct background checks on individuas who want to
purchase guns. Lastly, he discussed the Second Chance for Ex-offenders Act of 2003. Thisact
would permit expungement of afederd record for certain nonviolent offenses upon the satisfaction
of certain conditions.

Mr. Moye then provided an update on the Uniting and Strengthening America by
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA PATRIOT)
Act. According to Mr. Moye, aMOU was signed in May 2003 between the FBI and the
Department of State. Asaresult of that MOU, the FBI has provided about 7 million extracts from
the Ill file and approximately 425,000 extracts of name and descriptive data from the foreign
fugitivefile and Vidlent Gang and Terrorist Organization File (VGTOF). An updeate of this
information is provided to the Department of State on amonthly basis. Mr. Moye mentioned that
crimina higtory record information is not provided to the Department of State without fingerprint
submissons. Mr. Moye stated that the Department of State is pleased with the information that
was provided to them.

Compact Council Action: Thistopic was accepted asinformation only.

Topic #14 Status Update on the Prosecutorial Remedies and Other Toolsto End the
Exploitation of Children Today (PROTECT) Act of 2003.

Ms. Kim Smith, Unit Chief, Crimind Information Trangtion Unit, presented this topic (See
Attachment 8). She stated that on April 30, 2003, the President signed the PROTECT Act of
2003. Section 108 of the Act requires the Attorney Generd to establish two pilot programs within
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90 days for voluntary organizations to conduct national and state crimind history background
checks through a fingerprint check to be conducted utilizing Sate crimina records and the
Integrated Automated Fingerprint Identification System of the FBI. The two pilot programs
consst of the State Filot Program and the Child Safety Pilot Program. On May 9, 2003, a letter
was sent from the FBI CJ'S Divison to al Control Termind Officers and State Identification
Bureaus to obtain interest from gates interested in participating in the state pilot program.
Tennessee, Virginia, and Montana responded positively that they would participate in the Sate
program. The three volunteer organizations that will participate in both the state program and the
child safety program are the Boys and Girls Clubs of America, the Nationa Mentoring
Partnerships, and the National Council of Y outh Sports. During the state pilot program, any
crimina history record information obtained from the state or federad check shall be provided to
the State or Nationd Center for Missing and Exploited Children (NCMEC). Either the State or
the NCMEC may make the fitness determination and convey the determinations to the volunteer
organizations.

Ms. Smith reported that Mr. Allan Nash, from her staff, will be the project manager for
this pilot program. She said that the Act aso requires the Attorney Generd to establish an
18-month Child Safety Program that shal provide for the processing of 100,000 fingerprint check
requests through the IAFIS of the FBI. The Boys and Girls Clubs of America, the Nationa
Mentoring Partnership, and the Nationa Council of Y outh Sports are the three organizations that
will be participating in the pilot. The volunteer organizations shdl forward to the Attorney Genera
the volunteer's fingerprints and obtain a statement completed and signed by the volunteer.

Following Ms. Smith's presentation, Chairman Rehmann commented that severa Sates
are very concerned about both the studies and the eventua outcome of the pilots as dl of the
gates will be facing deadline issues with the VVolunteers for Children Act (VCA). Moreover, the
question of the studies have an impact on the decisions that Congress makes in terms of future
legidation, which will have an impact on dl of the dates.

Compact Council Action: Thistopic was accepted as information only.
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Compact Council Meeting

West Yellowstone, Montana
June 24, 2003

Steven Tesinsky, Administrator = |
Information Technology Services Division i, |

Montana Department of Justice L

The Montana Department of Justice

Services Division 3_ 2
Montana Department of Justice

Department of Justice

« Criminal Justice Information Services Bureau
— CJIS Training, Audit & Policy Section
— Criminal Records and Identification Services Section
— Justice Users Help Desk
* Applications Services Bureau
— MVD Support Services
— CJIS Support Services
— Special Projects Support Services
* Support Services Bureau
— System Support Section
— Internal Support Section

Services Division 2
Montana Department of Justice -
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Criminal Records and ldentification Services Section

o

Requests for hackground checks

61,482 Processed in 2002

Non-criminal justice entities
Law Enforcement

Dept. of Justice “Green Sheets” Name-Based Background Checks - 2002
1
Non-criminal justice entities
4 Prosecutors 4,275
28,510 Fingerprint Cards Courts

Processed in 2002 4 .
15,362 Dispositions

Processed in 2002

46,106

[ENon-Governmental § DPHHS m Governmental

Services Division
Montana Department of Justice

Fingerprint Checks

MDOJ Records &

MDOJ Identification Fmgerpnmjechmman(s)
Live Scan Control System [
Devi

« =
Mail cards
Local Law Enforcement

e—— =
NFF 1% Offender (30%)
Western Identification FBI Fingerprint MDOJ Criminal
Network System Identification System History Records System

Services Division
Montana Department of Justice

- " i :

Criminal Justice Information Network

16,363,114 Transactions
Processed in 2002

>

National Crime

Information Center MT Criminal, Driver &
National Law Enforcement Vehicle Records
Telecommunications System
Services Division Wi, o

Montana Department of Justice
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DQOJ-ITSD Support Summary

A Diverse Set Of Stakeholders

v Citizens of the State of Montana
* Driver Licenses
* Motor Vehicle, Titles and Registrations
¥ Judicial System, Prosecutors, Defense Attorneys, Judges
¥ Sexual and Violent Offender Registry (State & National) Users
v Department of Justice
* 713 employees, 14 local area networks, numerous DOJ specific
computer systems
¥ Montana’s most vulnerable citizens
* Daycare, Nursing Homes, Foster Care
¥ Local and national law enforcement (Police/Sheriffs/US Military/BI/INS)
* Over 1800 peace officers throughout Montana
* Over 130,000 criminal justice agencies nationwide
¥ Public safety, criminal investigations, officer safety,
wants/warrants.
¥ Disaster and Emergency Services
> We are an integral component of the State DES plan

ounc Services Division |2 0
Montana Department of Justice

Qur Customer's Future Is Today’s Challenge

K Immediate patrol car access to critical information

K Speedier response to background and fingerprint check
requests

K Efficient access to external critical information (FBI, other
states, etc.)

K Support of the increasing information needs of authorized
non-criminal justice entities

K Timely and accurate cross-agency data sharing (e.g.
courts, prosecutor, local law enforcement)

K An even greater emphasis on information security and
privacy

2003 Compact Council Information Technology Services Division M
Montana Department of Justice

ble Activiti Tt

¥ Montana Amber Alert System Upgrades
¥ Formalizing Montana’s Non-Criminal Justice
Use of Criminal Justice Information
¥ Motor Vehicle Division Support
» DL, Vehicle Titling & Registration
Improvement Project
» Improved registration receipt process
» Bankruptcy trustee on-line access
¥ End-to-End Fingerprint Processing
¥ Universal Latent Workstation
¥ Driver's License Photo Availability
¥ Montana Criminal Justice Information System Project

2003 Compact Council Information Technology Services Division 1 i
Montana Department of Justice
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Ms. Angedll Magnani, lowa Department of Public Safety
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Mr. Danny Moye, FBI CJIS Division

Mr. Vincent Nelson, Hawaii Crimina Justice Data Center

Mr. Patrick Nomura, American Somoa Government

Ms. Ronda Nunnally, Metropolitan Police Department

Ms. Kimberly Parsons, FBI CJIS Division

Mr. Mike Pearson, Smiths Heimann

Mr. Charlie Pruitt, Arkansas Crime Information Center

Mr. Marce Reid, Illinois State Police

Mr. Daryl Riersgard, Nevada Department of Public Safety

Ms. Pam Ritchey, lowa Divison of Crimina Investigation

Ms. Andree Rose, PERSEREC

Ms. Carole Shelton, Maryland Department of Public Safety and Correctional Services
Ms. Kimberly Smith, FBI CJIS Division

Ms. Robin Stark, FBI CJS Divison

Mr. Monte Strait, FBI CJIS Divison

Mr. Steven Tesinsky, Montana Department of Justice

Mr. Richard Thomas, Arkansas Crime Information Center

Mr. Michael Timmerman, Arizona Department of Public Safety
Mr. Peseta Tuiteleleapaga, American Somoa Government

Mr. T.W. Turner, Virginia State Police

Ms. BarbaraWiles, FBI CJIS Divison

Mr. Jon Williams, FBI CJS Divison

Mr. Paul Woodard, SEARCH Group, Inc.

Mr. Michael Woodson, Connecticut Department of Public Safety
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State Qualification Requirements/Audit Criteria

In order to participate in the NFF, a state must first be capable of I11 participation. A state which
joins the NFF subsequent to the enactment of the Nationa Crime Prevention and Privacy
Compact Act of 1998 must be asignatory to the Compact. The following NFF Qualification
Requirements are written to include and augment the minimum standards for 111 participation.

|. Fingerprint Identification Matters

A. An NFF gate shdl maintain a centra crimina history record repository with full
technicd fingerprint search capability. An NFF sate shdl perform technical searches
on both gpplicant and arrest fingerprint impressions prior to their submission to the
Federd Bureau of Investigation (FBI). When an individud isidentified a the Sate

level as having records previoudy indexed in the Nationa |dentification Index, the NFF
date shdl notify the contributor of the search results and provide the crimind history
record information if requested on the fingerprint submisson.

Criterion

Determineif the Sate Identification Bureau (SB) performs technical searcheson arrest and
applicant fingerprint submissions. Review the fingerprint backlogs for both criminal and civil
prints. Review the number of staff involved in the processing of fingerprints and the education
and training requirements associated with each position related to fingerprint processing.

Criterion

Review the record requests generated within the state for noncriminal justice purposes such as
licensing and employment, including to whom the record was disseminated. This review may be
conducted through evaluation of the transaction log and case files maintained by the state.

B. AnNFF gate shdl collect and maintain any appropriate crimind history record
information, including dispositions, seding orders, and expungements, relevant to each
offender and the records maintained by that State.

Criterion
Determine that the state central criminal history record repository functions in the capacity of
maintaining and providing a sole point of accessto all reported criminal history record

IA technical search may consist of a name search with candidate verification by fingerprint comparison;
short of that, amanual or AFIS search of the state master fingerprint fileis required.

DRAFT
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information (i.e., arrests, dispositions, sealing orders, and expungements).

C. AnNFF gate' scentra crimind history record repository shal serve as the sole conduit
for the transmission of non-Federa gpplicant? and arrest fingerprint impressions? for
criterion offenses within the gate to the FBI (Sngle source submission).

Criterion

Review the number of fingerprint submissions rejected by the FBI monthly for each of the
following reasons: (1) fingerprint submission had not been processed through the state central
criminal history record repository; (2) fingerprint submission was missing other required
information; or (3) other. Based on a representative sample, calculate the percentage of
fingerprint submissions rejected.

D. Thetotd percentage of IAFIS system rgects due to low image quality on arrest
fingerprint submissions shdl be less than 0.5% of the total arrest fingerprint
submissions. Thetota percentage of service provider rejects due to insufficient,
indiscernible, erroneous or incomplete arrest fingerprint image submissons shal be less
than 5%.

Criterion

The percentage for 1AFIS system rejects (LO08) shall be less than 0.5%. The total combined
percentage of service provider rejects (L0116, L0117, and L0118) shall be less than 5%.

E.  AnNFF gate shal not forward arrest fingerprint impressions nor related information
for individuds identified a the Sate leve as having records previoudy indexed in the
Nationa Identification Index as NFF records with the State | dentification Number
(SID). Errorsresulting from forwarding fingerprint submissions for previoudy indexed
NFF records shal be less than 2% of the total arrest fingerprint submissions.

Criterion

Review the number of Previoudly Established Single Source ($.A.PES) and Previously
Established Multiple Source ($.A.PEM) record messages sent to the state monthly. Based on a

2

A state may also at its discretion consent to process federal fingerprint submissions through the repository
in which such request originated. See Compact ArticleV (c).

SArrest fingerprint impression may include a fingerprint submission that supports or islinked to an arrest
event (i.e. includes corrections.)
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representative sample, calculate the monthly percentage of PEM+PES messages. The total shall
be less than 2% of the total arrest fingerprint submissions.

F. AnNFF date paticipant shdl continue submitting criterion arrest fingerprint
impressions and related information for individuas for whom primary identification
records were established by the FBI prior to the state’ s becoming an NFF participant
and which are not identified by SIDsin the Nationd Identification Index by the state or
are FBI nonautomated identification records. (i.e. the state has not taken respongbility
for managing or controlling the 111 record)

G. Arres fingerprint impressions shall be forwarded to the FBI within two weeks of
receipt at the state central crimind history record repository.

Criterion

Based on a representative sample, verify whether fingerprints are being submitted to the FBI
within two weeks of receipt at the state central criminal history record repository .

H. AnNFF gate' s centra crimind history record repository shal maintain the subject’s
fingerprint impressions, or copies thereof, to support each Index record and shall
maintain fingerprint impressions, or copies thereof, supporting each arrest event in each
such crimind higtory record.

Criterion

Verify that all arrest eventsincluded in the criminal history record are directly linked to a
fingerprint impression(s).

I.  Thearest magter fingerprint impressons maintained at the state central crimind history
record repository shal include dl ten fingers, noting amputation(s), scars, or missing
fingers.

Criterion

Based on a representative sample of criminal history records determine that a master ten-print,
noting amputation(s), scars, or missing fingers is maintained for the record subject.

J.  Additiona/(subsequent) arrest fingerprint impressions maintained &t the state central

crimina history record repository to support individua arrest events may include less
than al ten fingers.

DRAFT
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K. AnNFF gate shdl submit to the FBI arrest fingerprint impressons containing a unique
SID for eech individud. The number of fingerprint submissions that contain nonunique
SIDs shall be less than 0.25% of the totdl arrest fingerprint submissions.

Criterion

Review the number of SD Rejected - No Prior Record ($.A.RNP)/SID Rejected - Prior Record
($.A.RPR) messages sent to the state monthly. Based on a representative sample, calculate the
monthly percentage of RNP/RPR messages sent. The percentage should be less than 0.25% of
the total arrest fingerprint submissions.

L. Missed identifications by the state' s central crimina history record repository resulting
in theissuance of multiple SIDs for the same individua shal be less than two percent
of totd arrest fingerprint submissions.

Criterion

Review the number of Non-Matching SID (NMS) messages sent to the state monthly. Based on a
representative sample, calculate the monthly percentage of NMS messages sent. The percent
should be less than 2.0%.

M. Thedate shdl ensure that an SID is on each arrest fingerprint impression not identified
at the state level and submitted to the FBI for establishment of an NFF record.

Criterion

Review the number of fingerprint submissions rejected by the FBI monthly for the following
reason: (1) submission had no SD indicated.

N. Inthose ingtances when the fingerprint submission includes arequest for the rapsheet
and/or the results of the search, an NFF state shdll ether receive and forward electronic
messages concerning the result of FBI fingerprint impresson processing to its
fingerprint contributors or shal print and mail these results*

*There are three options presently available for receiving responses for applicant processes. The state may
utilize: the electronic unsolicited |11 message reporting the results of applicant fingerprint processing ($.A.CFN,
$.A.CFR); the IAFIS Submission Results (SRE) response which provides the identification results as communicated
over the CJIS Wide Area Network; or the IAFIS System Type of Transaction which generates a manual response to
an electronic fingerprint submission (NFFC).

DRAFT
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Criterion

Review the method of disseminating the results of FBI fingerprint impression processing to local
fingerprint contributors.

1. Record Content and |1l Maintenance

A. For each NFF record maintained, the state’s centrd criminal history record repository
ghdl contain dl known fingerprint-based arrests, find dispositions and
custody/supervision actions occurring in that state which are reported to the state central
crimind history record repository pursuant to gpplicable federa or state law.

Criterion

Review the entire disposition and custody/supervision reporting process and determine that each
subsequent event resulting from an arrest can be linked in some unique manner to the specific
arrest for which it applies.

B. AnNFF gate shal remove the SID from alll record when corresponding record data no
longer exigs a the sate level.

Criterion

Review the state’ s expungement processing. Istheremoval of SDsfromthelll, when a state
record is purged or expunged in total, an automated process? If not, determine what
precautions are taken to ensure that the SD is removed from the |11 when corresponding record
data no longer exists. Additionally, verify that Expungement/Purge (DRS) messages are queued
or written to tape when the FBI isin restricted service or out of service and subsequently
transmitted to the FBI.

C. AnNFF gate shal conduct an audit of 111 record synchronization with the FBI &t lesst
twice ayear to identify, andyze, and correct record discrepancies within 90 days of
audit tape receipt from the FBI. An NFF state shall maintain the discrepancy reports
resulting from the last two synchronization tapes.

Criterion
Verify that states maintain the discrepancy reports. Based on a representative sample from the
discrepancies noted in the report, verify that the state has conducted, as a minimum, biannual

synchronization audits of 111 records, and discrepancies have been corrected/resolved within 90
days of tape receipt fromthe FBI.
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D. Record completeness, accuracy, and timeliness shall be considered by an NFF state to
be of primary importance and shdl be maintained at the highest level possible.

Criterion

Review the mechanisms employed by the state to assure the accuracy, completeness, and
timeliness of information maintained in its database.

E.  When asecond and/or subsequent criterion arrest crimind fingerprint impression is
identified with an Indexed record by an NFF State, the state shal send an electronic
Crimina Print Identified (CP1) message to the FBI, no later than twenty-four hours after
the arrest is posted within the stat€' s central crimind history record system.

Criterion

At random, select a 24-hour period during the week prior to the audit. Review a representative
sample of CPI messages and the criminal fingerprint submissions received from the state during
the specified period. Compare the ratio of data received for the specified period to that of a
previously established benchmark for recidivism. Additionally, verify that CPl messages are
gueued or written to tape when the FBI isin restricted service or out of service and subsequently
transmitted to the FBI.

F. AnNFF state shdl add supplementa identifiers to Indexed records when a second
and/or subsequent crimina fingerprint impression is identified by the state and contains
identifiers not previoudy recorded.

G. Supplementd identifiers which shal be added to the Nationa Identification Index®
include scars, marks, tattoos, dates of birth, Socia Security numbers, miscellaneous
numbers, and diases, obtained after establishment of an offender’s primary
identification record by the FBI.

Criterion

Review a representative sample of CPl messages in comparison to the EHN messages received
from the state during the specified period. Compare the ratio of data received for the specified
period to that of a previously established benchmark for supplemental identifiers per subject.

H. An NFF gtate shal submit arrest fingerprint impressions to the FBI for second and/or

5 Supplemental identifiersinclude all information submitted through an electronic supplemental identifier
($A.EHN) message.
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subsequent criterion offensesif these fingerprint impressions show new amputations or
new permanent scars.

Criterion

Review the state’ s technique for identifying that second or subsequent arrest fingerprints contain
new information such as scars and amputations.

I.  NFF gates shdl submit ten-finger fingerprint impressons to the FBI as they become
available when second and/or subsequent offenses yield improved image qudity
fingerprint impressons.

Criterion

Review the state’' s technique for identifying that second or subsequent arrest fingerprints contain
improved image quality fingerprint impressions.

J. Required record file maintenance shall be conducted by NFF state personnel based
upon receipt of record File Maintenance message notifications from the FBI viathe 1l
interface. File Maintenance messages may include advisories of state/FBI missed
Identification or expungements of the state SID. The date shal conduct consolidetions
within two business days of natification; other file maintenance shdl be conducted
within saeven business days.

Criterion

Review a representative sample of file maintenance messages such as FBI Number
Consolidation ($.A.CON) or SSD Number Expunged ($.A.EXS) or FBI Number Expunged ($.A.
EXP) sent to the state. Review the state records to determine if the appropriate consolidations
have been performed within two business days. If consolidations are not performed in atimely
manner, the state is required to flag the subject records as undergoing file maintenance until the
consolidation can be processed. Review the state records to determine if the SD's and/or FBI
numbers are deleted to indicate expungements have occurred within seven business days.

[11. Record Response

A. An NFF gate' sautomated crimind history record system shdl have sufficient
cgpability to provide aresponse time of ten minutes or less.

B. AnNFF gtate shdl respond within ten minutes to |11 record requests via the National
Law Enforcement Telecommunications Systems (NLETS) with the record or an
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acknowledgment and a notice of when the record will be provided.
Criterion
Review a representative sample to determine if the average Criminal History Request ($A.CHR)
response time exceeded ten minutes. Calculate the percentage of responses that exceed ten
minutes. Review with the state any extenuating circumstances that may have caused the
response delays.
C. When an NFF gate' s system cannot provide on-line record responses within ten
minutes, the state shall assign personnd as necessary to resolve record processing
problems and to restore the system’ s cgpacity to provide timely on-line responses.
Criterion
Based on a representative sample, review with the state any periods of System down-time since
thelast NFF audit. Discuss the cause and resolution of each situation. Verify the time frames

needed to assign personnel to resolve system problems.

D. NFF date record responses shdl include literd trandations of al aphabetic and/or
numeric codesin order that the record responses can be readily understood.

Criterion

Based on a representative sample, review state record responses to ensure that literal
trandations of all alphabetic and/or numeric codes are included.

E. AnNFF gate shdl not includeinits 111 record response any out-of-state and/or federa
crimind higtory record information maintained in itsfiles.

Criterion
Review whether the state maintains out-of-state and/or federal criminal history record

information, and if so, how the state segregates this information to prevent the out-of-state
and/or federal information from being issued in aresponseto alll inquiry.

DRAFT
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F.  AnNFF gat€' s centrd crimina history record repository shdl provide its indexed
crimina history records in response to al authorized requests® made through the NFF
and 111 for crimind justice purposes and, when based on positive identification,” for
noncriminad justice purposes as authorized by the Compact.

Criterion

Based on a representative sample, determine if the state is responding appropriately to all
authorized purpose codes and is not responding to ORIs that are not authorized to gain access
for certain purposes (For example, "D" ORIs are limited to Purpose Code D inquiries only).
System responsiveness may be monitored by initiating I11 inquiries by specific purpose code and
ORl.

G. Inrespondingto alll record request for anoncrimind justice purpose, an NFF state
ghall provide the entire record it maintains on the record subject, except for information
that is sedled in accordance with the definition of “ Sealed Record Information” set out
inArt. | (21) of the Compact.

Criterion

Based on a representative sample, review state records to see if records are sealed and
disseminated properly.

V. Accountability

A. In NFF dates that have ratified the Nationd Crime Prevention and Privacy Compact,
the Compact Officer shdl be respongble for ensuring that these qudification
requirements are complied withf.

B. Inthe event adate ceasesto participate in the NFF for any reason, the state shall
reasonably assist the FBI in reconstructing any fingerprint and arrest/disposition record

6 The current list of authorized users and uses of the FBI identification records are attached.

7R$pons& to Il name searches are permitted under the Compact Council Fingerprint Submission
Requirements Rule.

8This requirement isinherent in the Compact itself as stated in Article I11 (b)(1)(B) that the state Compact
Officer shall ensure that Compact provisions and rules, procedures, and standards established by the Council under
Article VI are complied with.
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deficiencies that otherwise would have been submitted to the FBI during the date’'s
NFF participation.

C. AnNFF gate shdl have written procedures requiring thorough testing of upgrades or
modifications to its computer system(s) to detect software errors and/or related
procedura problems, particularly on-line testing, of these changesto limit adverse
effects to the NFF system operations. An NFF state shal demonstrate adherence to the
procedures by documenting the test results in writing.

Criterion
Review a representative sample of state system modification/enhancements. Review the test

procedures employed prior to implementation of such modifications/enhancements. When
appropriate, determineif the FBI was notified that such changes were made.
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National Crime Prevention and Privacy Compact
..-J Compact Council Office
" 1000 Custer Hollow Road

o Clarksburg, WV 26306

June 30, 2003

The Honorable Tom Ridge

Secretary

U.S. Department of Homeland Security
Washington, DC 20528

Dear Secretary Ridge:

| am writing on behdf of the Nationd Crime Prevention and Privacy Compact Council (Compact
Council). The Compact Council was established pursuant to the 1998 Nationa Crime
Prevention and Privacy Compact cited at 42 U.S.C. 14616. The Compact establishes legal
criteriagoverning crimina history record checks for noncrimina justice purposes.

The purpose of this correspondence is to advise you of the urgent concerns of the Council with
the implementation of theinterim find rule on Security Threast Assessment for Individuas
Applying for aHazardous Materials Endorsement for a Commercid Drivers License, 49 CFR
Parts 1570 and 1572, RIN 1652-AA17, published May 5, 2003.

The gates, in anticipating their role in implementing this law, are critically concerned about the
fast gpproaching date set by TSA of November 3, 2003. Although agreements were made for
TSA to work with the states and the various other interested parties, no substantive activities
have occurred thus far. For the states to be prepared to perform their part of thisAct, itis
imperative that these meetings to determine and communicate the respongbilities of dl parties
occur immediately.

On February 25", the Transportation Security Administration (TSA) submitted arequest to the
Compact Council seeking approva to access the Nationa Crime Information Center (NCIC)
(including the Interstate I dentification Index (111)). TSA requested accessto thelll, on adelayed
fingerprint submission basis, so that TSA could conduct name-based crimina history records
checks on gpproximatdy 3.5 million commercid truck drivers requiring the hazardous materia
(Hazmat) endorsement. The request was made, via conference cal, by Admira James Loy,
TSA’s Administrator, Mr. Justin Oberman, TSA’s Project Manager, and Mr. Kirk Van Tine,
Department of Transportation General Counsd. The Compact Council approved the request
with the following concerns and conditions:

1 The request granted was for “deayed fingerprint submission” not awaiver for

fingerprint submisson. Therefore, TSA would be required to submit fingerprints for
every name check conducted.
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2. TSA agreed to provide regular briefings to the Compact Council on the process
and statistics on the results of the checks.

3. TSA agreed to convene aworking group to include representatives from the
Compact Council, Sate central repositories, state department of motor vehicles,
members of the FBI CJIS Divison and its Advisory Policy Board, SEARCH, the
American Association of Motor Vehicle Administrators and the Internationa
Asociation of Chiefs of Police. The group would help define the process for
gathering submission of fingerprints aswell as processing of results.

The TSA committed to convening the working group and having an infrastructure in place to
begin fingerprinting al Hazmat drivers within 180 days of the agreement. In a subsequent
meeting on March 13, 2003, TSA changed the origind request from 180 days to submit
fingerprints on al Hazmat driversto the following languege:

“...within the time period specified in the Interim Final Rule will be required to submit
fingerprintsin the period between 180 days and 5 (five) years from the effective date of
the Interim Final Rule, or when applying for a new or renewed Hazmat endor sement of
their Commercial Driver’s License (CDL), whichever occursfirst.”

Although, the period of submission of the fingerprints changed, the requirements for an
infrastructure implementation and consultation with the gppropriate groups did not. TSA and the
Compact Council signed the final agreement on March 13, 2003.

The Compact Council has made numerous calsto TSA to get atime frame for the working
group and establishment of the process. Although the interim find rule was published on May 5,
2003, TSA has not developed an infrastructure nor established the working group.

Our concerns arise from the fact that a process has not been defined nor action taken regarding
the implementation of therule. TSA has not answered basi¢ questions regarding the
requirements that could be placed on loca and state jurisdictions regarding taking the
fingerprints. The November 3, 2003, time frameis close, yet TSA does not have an
infrastructure in place to address the taking of fingerprints nor the adjudication of the 111 checks.

The Compact Council requests that you take action to ensure that TSA takes the following
actions

1 Convene the working group of interested parties to ensure that al eements and
issues regarding implementation of the rule are properly addressed.

2. Ensure proper planning and scheduling with the States and other partiesto
adequately meet the November 3, 2003 deadline.
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TSA must implement a planning processimmediately if state and loca agencies are expected to
a5 the federd government in implementing the Patriot Act. The Compact Council would like
aresponse within 30 calendar days. Thank you for your immediate attention to this matter.
Sincerdy,

{ il

L I|I,.l .,.-;.' I,.-'-"I |ll
W A A —

Wilbur W. Rehmann
Chairman
Nationa Crime Prevention and Privacy Compact Council
CC: Admira James Loy, TSA Adminigtrator
Director Robert Mudller, Director of FBI
Ms. LindaR. Lewis, President and Chief Executive Officer, AAMVA
Gary Cooper, Executive Director for SEARCH
Mr. William Casey, CJ'S Advisory Policy Board Chairman
Mr. Justin Oberman, TSA
Compact Council members and State Compact Officers

State Control Termina Officers and State |dentification Bureau Chiefs

Compact Liaison Officers
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National Crime Prevention and Privacy Compact
r‘.ﬂf Compact Council Office
=" 1000 Custer Hollow Road

,-r"'} Clarksburg, WV 26306

July 8, 2003

Admira James Loy

U.S. Department of Trangportation
Trangportation Security Adminigtration
601 S. 12th Street

Arlington, VA 22202-4220

Dear Admird Loy:

| am writing on behdf of the Nationa Crime Prevention and Privacy Compact Council (Compact
Council), which was established pursuant to 42 United States Code (U.S.C.) § 14616 to promulgate
rules regarding the use of the Interstate Identification Index System containing crimina history
record information (CHRI) for noncrimind justice purposes.

Compact Council and Transportation Security Administration (TSA) representatives have been
discussing the implementation of Section 1012 of the Uniting and Strengthening America by
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA PATRIOT) Act,
which requires a background check for any individua seeking a Commercid Drivers License with
ahazardous materias (HAZMAT) endorsement. In support of that initiative, the Compact Council
requested that | bring to TSA's attention the current rules and regul ations governing the collection,
use, and dissemination of CHRI for this purpose.

While TSA is permitted to outsource the capturing of fingerprints, there are restrictions on the use
and dissemination of the results of the crimind history checks. FBI CHRI is collected, maintained,
and exchanged under the authority of U.S.C. 8 534. The United States Department of Justice and
federa courts have interpreted Section 534 to redtrict accessto crimind justice agencies for criminal
justice purposes and to federal agencies authorized to receilve CHRI pursuant to afedera statute or
executive order. Additiondly, Section 534 and 28 Code of Federal Regulations (CFR), § 20.33
provide that the exchange of CHRI is subject to cancellation if dissemination is made outsde the
recelving departments or related agencies. Therefore, TSA cannot disseminate CHRI or the results
of acrimind history record check to a private entity for noncrimina justice purposes.

Although TSA hasflexibility in the collection of the fingerprints, if it is your intention to request

date assistance in the collection of fingerprints, adequate time must be dlotted to coordinate with
each date as they are in various stages of readiness to effect this effort. If individud states perform
the collection process, the fingerprints will be forwarded by the state's central crimina history record
repository to the FBI for processing. Additiondly, you may aso consder using State's Department
of Motor Vehiclesto serve as the conduit to TSA or another designated governmental agency.
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The Compact Council isin the process of promulgating a rule that will dlow third parties to act as
agents for both governmenta and nongovernmenta agencies while performing adminigrative
functions requiring access to CHRI for authorized noncrimina justice purposes.  Although the find
rule is not expected until sometime next year, once this privatization/outsourcing initiative occurs,
TSA and other noncrimina judtice users may contract with a private third party for adminigtrative
assgtance in carrying out its background check respongbilities.

Further, TSA has the authority to maintain a database of gpplicant reveded information, or
information reveded which comes into possession of TSA by independent investigation. However,
exporting FBI CHRI to a database to be searched by other agencies/entities or for other purposesis
not permissble.

The Compact Council Standards Committee will be meeting in Pittsburgh, PA, August 25-26, 2003
at the Sheraton Station Square Hotel, and | invite you to send a representative to that meeting. The
Standards Committee will be discussng the proposed Privatization Rule and Standards for
implementation. We welcome the ideas and comments of TSA to that discussion. For additiona
meseting information, please contact Ms. Kimberly S. Parsons, FBI Meeting Coordinator, at (304)
625-2404.

| look forward to our ongoing collaboration on thisissue. If you have any questions concerning this
meatter, you may contact me at (406) 444-6194 or eectronicdly a wrehmann@statemt.us .

Sincerdy,

11 /oge W fp s

Wilbur W. Rehmann
Chairman
Nationa Crime Prevention and Privacy Compact Council

CC: Justin Oberman, TSA
Compact Council Members and State Compact Officers
Compact Liaison Officers
LindaLewis, AAMVA
Gary Cooper, SEARCH
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U.S. Department of Justice
Federal Bureau of Investigation

Criminal Justice Information Services (CJIS) Division

CJIS Information Letter February 25, 2002

Use of the 2.067—Image Capture Equipment (IMA) Field

The Criminal Justice Information Services (CJIS) Division and the CJIS Advisory
Policy Board strongly encourage all agencies that electronically submit fingerprint cards
for processing in the Integrated Automated Fingerprint Identification System (IAFIS) to
utilize the 2.067—IMA Field. This free text field enables contributors to provide the
make, model, and serial number of the equipment used to acquire fingerprint images.
The information in the IMA Field assists the Division in problem identification and
resolution.

Reference

Electronic Fingerprint Transmission Specification, Version 7.0, Appendix C,
contains information about the 2.067—IMA Field. This free text field is a grouped
field consisting of three subfields: Make (MAK), Model (MODL), and Serial Number
(SERNO) of the acquisition device separated by the { separator character.

Submitting Criminal Fingerprints

The CJIS Division maintains a national criminal history database of criminal
history record information supplied by criminal justice agencies and other authorized
agencies throughout the Nation. The reason for maintaining this central repository is
to facilitate sharing the information with all agencies legally entitled to receive it. The
failure of law enforcement agencies to submit felony or misdemeanor arrests in a timely
manner may result in incomplete records or erroneous “no record” responses from the
database. Missing information not only has negative effects on criminal investigations
but may also result in inadequate responses to agencies providing applicant fingerprints
for employment or licensing. Firearm purchases requiring screening via the National
Instant Criminal Background Check System are adversely impacted as well. While
underscoring the importance of sending criminal fingerprints in a timely manner, the
Division emphasizes that regardless of the time that may have elapsed since an arrest
occurred, it will accept criminal record information.
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Topic#9

Comments on the Proposed Dispute Adjudication Rule

The proposed rule was published in the Federal Register on November 25, 2002, (See
Attachment 1) with the comment period ending December 26, 2002. In responseto the
Rule, the Florida Department of Law Enforcement’s Office of General Counsel as well as
the FBI’s National Instant Criminal Background Check System Section forwarded
comments for consideration. The Dispute Resolution Committee held a teleconference
with FBI staff on Thursday, June 12, 2003, to discuss the comments received on the
Proposed Rule. Listed below are ach agency’ s comments by item and the Committee’s
recommendation.

Commentsreceived from FBI CJISNICS:

(1)

(2)

As provided under Supplementary Information, Ms. Haslebacher would request
clarification regarding the Compact eliminating barriers to the sharing of criminal
history record information among Compact parties for noncriminal justice
purposes. Would it encompass all noncriminal justice purposes or only criminal
history record information supported by fingerprint submissions?

Committee's response:

The Compact encompasses all noncriminal justice purposes. Thisreferenceisa
direct quote from Compact Article V1.

As stated under Supplementary Information, "Article VI of the Compact provides
for the Compact Council that has the authority to promulgate rules and procedures
governing the use of the Interstate Identification Index (I11) System for
noncriminal justice purposes, not to conflict with the FBI administration of the ll|
System for criminal justice purposes.” Ms. Haslebacher would request
verification of the accuracy of the quote provided. Isthisan exact quote from
Public Law 105-251, ArticleVI?

Committee's response:

Y es, thisis an exact quote from Article V1.

Attachment #7, Page 1



Commentsreceived from Florida Department of Law Enforcement's Office of
General Counsel:

(1)  Section 902.2(a) refersto a"government entity directly aggrieved within the
meaning of paragraph (b)" to define or limit standing to bring a di spute before
the Council, but paragraph (b) doesn't define or elaborate on what "directly
aggrieved" means, so thereferenceiscircular: "an entity directly aggrieved is one
that isdirectly aggrieved.” It shouldn’t be hard to find language about concrete
injury or substantial interest that would give some content to "directly aggrieved.”
The phrase does not necessarily have to be defined, but the rule should not purport
to define it and then decline to do so.

Committee's response:
Modify Section 902.2(a) asfollows:
(& Cognizable disputes may be based upon:

Section 902.2(b) is left unchanged. This modification to (a) eliminates the use of
and subsequent reference to “directly aggrieved”.

(2)  Section 902.3(a): What if the dispute also poses a conflict of interest for the
Chair? Could adeputy name the substitute member?

Committee's response:

Y es, as per Council Bylaws Section 7.1, the Vice Chair shall serve asthe
Chairman in the absence of the Chair.

(3)  Section 902.3(c): "In making a decision as to whether to recommend a hearing,
the Dispute Resolution Committee shall lean towar d recommending hearings to
all disputants who raise issues that are not clearly frivolous or without merit."
This may have come up before, but I am uncomfortable with the use of adirective
asvague as "lean toward.” | have never seen thislanguagein aruleasfar as| can
recall. If the Committee has discretion to deny a hearing, the criteriafor its
decision should be spelled out. They are already, or amost are. For example,
"issues that are not clearly frivolous or without merit" isacriterion, asis "matter
does not constitute a cognizable dispute under Sec. 902.2(a)." Thereis no need to
instruct the Committee to "lean toward" recommending a hearing. The rule could
state: "If the Committee recommends denying a hearing, it must articul ate its
reason or reasons for doing so in writing."
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(4)

(5

Committee's response:
Modify 902.3(c) to read as follows:

The Dispute Resolution Committee shall recommend hearings to all
disputants who raise issues that are not clearly frivolous or without merit.
If the Committee recommends denying a hearing, it must articulate its
reason or reasons for doing so in writing.

Section 902.4(b): "If ahearing is not granted, the Federal Bureau of Investigation
or a Party State may appeal this decision to the Attorney General pursuant to
Section (c) of Article X1 of the Compact." Asindicated, the Compact Statute
limits the right of appeal to the FBI or a Party State. This means aperson
aggrieved has no recourse if ahearing is not granted. | assume this limitation has
been upheld in other contexts.

Committee's response:

Modify 902.4(b) as follows:
(b) If ahearingisnot granted, the disputant may appeal this decision to the
Attorney General. If the Attorney General believes the disputant has raised

an issue that is not frivolous or without merit, the Attorney General shall
order the Compact Council Chairman to grant a hearing.

Section 902.5, Hearing Procedures: Ar e disputants allowed to cross-examine
witnesses, and introduce evidence at the hearing? Any way to compel the
attendance of witnesses or production of documents? Are there any restrictions on
a disputant acting as his/her own attorney?

Committee'sresponse:

Modify 902.5(c)(4) asfollows:

(b) Call and cross-examine witnesses.

Thereis no way to compel the attendance of witnesses or production of documents
and there are no restrictions on a disputant acting as his’her own attorney.

Attachment #7, Page 3



(6)

(7)

(8)

Section 902.5(e): "All Council members, including a member or memberswho
raised the dispute that is the subject of the hearing, shall be entitled to participate
fully in the hearing and vote on the final Council decision concerning the
dispute." Isn’'t thisaconflict of interest? It may not be, but a word of explanation
isinorder. (An agency head can issue afinal decision in adispute involving
his/her agency under administrative law, but a hearing officer could not preside
over a hearing in which he or she had a personal interest.)

Committee's response:
Modify 902.5(e) asfollows:

All Council members, except a member who raised the dispute that is the
subject of the hearing or is employed by the agency that raised the dispute,
shall be entitled to participate fully in the hearing and vote on the final
Council decision concerning the dispute.

Section 902.5(h): "The proceedings of the hearing shall be recorded and shall be
transcribed, as necessary.” Does this mean that recording and transcription may or
may not be necessary, or that recording is always required?

Committee's response:
Modify 902.5(h) as follows:

The proceedings of the hearing will be recorded and, as necessary,
transcribed. A transcript of the hearing shall be made and forwarded to the
Attorney General if an appeal is filed pursuant to section (c) of Article Xl
of the Compact.

Section 902.5(i): "The Council's decision on the dispute shall be based upon a
majority vote of Council members or their proxies present and voting at the
hearing." |saquorum necessary? Otherwise, what is to prevent one (or at most
two or three) members from making up the hearing board by default? What isa
majority in the event of atie vote?

Attachment #7, Page 4



Committee's response:
Modify the first sentence of 902.5(i) asfollows:
The Council’ s decision on the dispute shall be based upon a mgjority vote

of Council members or their proxies present (as per Compact Article VI
and Council Bylaws Section 8.8) and voting at the hearing.

(9) Wasthisrule modeled after any existing precedents, and have those models been
tested in court?

Committee's response:

The Council structured the rule according to current administrative procedures, but
the rule is not modeled after an existing precedent.
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[Federal Register: Novenber 25, 2002 (Volume 67, Number 227)]

[ Proposed Rul es]

[ Page 70567- 70569]

From the Federal Register Online via GPO Access [wai s.access. gpo. gov]
[ DOCI D: f r 25n002- 24]

[[ Page 70567]]

NATI ONAL CRI ME PREVENTI ON AND PRI VACY COMPACT COUNCI L
28 CFR Part 902

[ NCPPC 102]

Di sput e Adjudication Procedures
AGENCY: National Crime Prevention and Privacy Conpact Council.

ACTI ON:  Proposed rul e.

SUMMARY: The Conpact Council established pursuant to the National Crinme
Prevention and Privacy Conpact (Conpact) is publishing a rule proposing
to establish Dispute Adjudication Procedures. These procedures support
Article XI of the Conpact.

DATE: Subnit comments on or before Decenber 26, 2002.

ADDRESSES: Send all witten conments concerning this proposed rule to
t he Conpact Council Office, 1000 Custer Hollow Road, Modul e C3,

Cl arksburg, W 26306; Attention: Cathy L. Mrrison. Comrents may al so
be submitted by fax at (304)625-5388 or by electronic mail at
cnorriso@eo.gov. To ensure proper handling, please reference
Adj udi cation'' on your correspondence.

Di spute

FOR FURTHER | NFORMATI ON CONTACT: M. W /I bur Rehmann, Conpact Counci
Chai rman, Mont ana Departnment of Justice, 303 North Roberts, 4th Fl oor
Post O fice Box 201406, Hel ena, Montana 59620- 1406, tel ephone nunber
(406) 444-6194.

SUPPLEMENTARY | NFORMATI ON: The National Crime Prevention and Privacy
Conpact, 42 U. S.C. 14611-14616, establishes uniform standards and
processes for the interstate and federal -state exchange of crim na
hi story records for noncrimnal justice purposes. The Conpact was
signed into |l aw on October 9, 1998, (Pub. L. 105-251) and becane
effective on April 28, 1999, when ratified by the second state. The
Conpact elimnates barriers to the sharing of crimnal history record
i nformati on anong the conpact parties for noncrimnal justice purposes.
Article VI of the Compact provides for a Conpact Council that has the
authority to promul gate rul es and procedures governing the use of the
Interstate ldentification Index (Il1l1) System for noncrimnal justice
pur poses, not to conflict with FBI administration of the IIl System for
crimnal justice purposes.

Thi s proposed rul e establishes Di spute Adjudication Procedures
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aut horized under Article Xl of the Conpact. Article Xl provides
generally for the adjudication of disputes relating to the Conpact and
this rule provides a structured franmework for the Council to
efficiently and effectively inplement the adjudication process.

Section 902.2(a) of the proposed rule provides that cognizabl e
di sputes may only be raised by a person or organization directly
aggrieved by: (1) The Council's interpretation of the Conmpact; (2) any
rul e or standard established by the Council pursuant to the Conpact; or
(3) failure of a Conpact Party to conply with a provision of the
Conpact or with any rule or standard established by the Council.
Limiting disputes to those who are " “directly aggrieved' ' by Council or
Conpact Party actions ensures that Council resources are devoted to
reviewi ng substantive matters relating to direct Council or Conpact
Party actions and that standing is provided only to a person or
organi zati on substantially inpacted by rel evant actions of the Conpact
Council or a Conpact Party.

Section 902.2(d) of the proposed rule provides that a dispute nay
not be based solely upon a disagreenment with the nerits of a rule or
standard established by the Council. If a rule has been established by
the Council, the Council has provided an opportunity for coments
t hrough the publishing of a proposed rule, has debated the nmerits and
wi sdom of the rule at neetings open to the public, and has deterni ned
that the rule should be enacted. Prior public notice is given in the
Federal Register of each Council neeting, including the matters to be
addressed at the nmeeting. Therefore, the public will have prior notice
of the proposed rules to be discussed by the Council and will have an
opportunity to comment on the nerits of the proposed rul es.

Accordi ngly, prohibiting disputes based on the nerits or w sdom of a
Council rule ensures that Council time and resources are not spent

adj udi cating disputes in matters in which the Council has already

i nvested significant time and effort and on which interested parties
have had anpl e opportunity to coment. However, while a formal dispute
on the nerits of a rule nmay not be raised under these procedures,
not hi ng prevents further discussion of the merits of the rule or
efforts seeking its revocation at regularly schedul ed Council neetings.

Section 902.3 of the proposed rule provides that disputes are
prelimnarily referred to the Council's Dispute Resolution Conmittee
for a recommendation to the Council Chairnman regardi ng whet her a
heari ng should be held on the matter. Creating and utilizing a Dispute
Resol ution Comrittee enhances efficiency by having a small group assess
pertinent information and make recommendati ons to the Chai rman and ful
Counci |

The hearing procedures provided for in the proposed rule ensure
that disputants, as well as Conpact Parties charged with violating
Council rules, are given a full and fair opportunity to present matters
to the Council both orally and in witing. Due to the Council's
hi storically busy agenda and the costs involved in assenbling the 15-
menber Council and its administrative support, the Council Chairman my
limt the nunmber of and the length of tine allowed to presenters or
wi t nesses. The Chairman al so maintains the discretion to limt input,
both orally and in witing, of other persons or organi zati ons who may
wi sh to participate in an adjudication proceeding.

G ven the affected interests of the Conmpact Council, the proposed
rule requires that appropriate notice of an appeal under Article Xl be
comuni cated to the Council Chairman by the appealing party to ensure
that tinmely notice is provided to Council menmbers and other appropriate
i ndi vi dual s.

Adm ni strative Procedures and Executive Orders
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Adm ni strative Procedures Act

This rule is published by the Conpact Council as authorized by the
National Crime Prevention and Privacy Conpact (Conpact), an interstate/
federal state conpact which was approved and enacted into | egislation
by Congress pursuant to Pub. L. 105-251. The Conpact Council is
conposed of 15 menmbers (with 11 state and | ocal governnental
representatives), and is authorized by the Conpact to pronul gate rul es
and procedures for the effective and proper use of the Interstate
Identification Index (lIl1l1) Systemfor noncrimnal justice purposes. The
Conpact specifically provides that the Council shall prescribe rules
and procedures for the effective and proper use of the Ill Systemfor
noncrim nal justice purposes, and nandates that such rules, procedures,
or standards established by the Council shall be published in the
Federal Register. See 42 U . S.C. 14616, Articles I1(4), Vi(a)(1l) and
Vli(e). This publication conplies with those requirenents.

Executive Order 12866

The Conpact Council is not an executive department or independent
regul atory agency as defined in 44 U S.C. 3502; accordingly, Executive
Order 12866 is not applicable.

[[ Page 70568]]
Executive Order 13132

The Conpact Council is not an executive department or independent
regul atory agency as defined in 44 U S.C. 3502; accordingly, Executive
Order 13132 is not applicable. Nonetheless, this rule fully conplies
with the intent that the national governnent should be deferential to
the States when taking action that affects the policymaking discretion
of the States.

Executive Order 12988

The Conpact Council is not an executive agency or independent
establishment as defined in 5 U . S.C. 105; accordingly, Executive Oder
12988 i s not applicable.

Unf unded Mandat es Ref orm Act

Approxi mately 75 percent of the Conmpact Council nenbers are
representatives of state and | ocal governments; accordingly, rules
prescri bed by the Compact Council are not Federal mandates.

Accordi ngly, no actions are deened necessary under the provisions of
t he Unfunded Mandates Reform Act of 1995.

Smal | Busi ness Regul atory Enforcenment Fairness Act of 1996

The Smal | Busi ness Regul atory Enforcenent Fairness Act (Title 5,
U.S.C. 801-804) is not applicable to the Council's rule because the
Conmpact Council is not a "~ Federal agency'' as defined by 5 U S.C
804(1). Likew se, the reporting requirenment of the Congressional Review
Act (Subtitle E of the Small Busi ness Regul atory Enforcenent Fairness
Act) does not apply. See 5 U. S.C. 804.
Li st of Subjects in 28 CFR Part 902

Adm ni strative practice and procedure, National Crinme Prevention
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and Privacy Conpact Council.

Accordi ngly, chapter I X of title 28 Code of Federal Regulations is
anended by adding part 902 to read as foll ows:

PART 902-- DI SPUTE ADJUDI CATI ON PROCEDURES

Sec.

902.1 Purpose and authority.

902. 2 Rai sing disputes.

902.3 Referral to Dispute Resolution Conmmittee.
902.4 Action by Council Chairman.

902.5 Hearing procedures.

902.6 Appeal to the Attorney Ceneral

902.7 Court action.

Authority: 42 U S.C 14616.

Sec. 902.1 Purpose and authority.

The purpose of this part 902 is to establish protocols and
procedures for the adjudication of disputes by the Conpact Council. The
Conmpact Council is established pursuant to the National Crinme
Prevention and Privacy Conpact (Conpact), title 42, U S.C., chapter
140, subchapter |1, section 14616.

Sec. 902.2 Raising disputes.

(a) Cogni zabl e disputes nmust be raised by a Party State, the FBI
or a person, organi zation, or government entity directly aggrieved
within the nmeani ng of paragraph (b) of this section and may be based
upon:

(1) Aclaimthat the Council has misinterpreted the Conmpact or one
of the Council's rules or standards established under Article VI of the
Conpact ;

(2) Aclaimthat the Council has exceeded its authority under the
Conpact ;

(3) Aclaimthat in establishing a rule or standard or in taking
ot her action, the Council has failed to comply with its bylaws or other
applicabl e procedures established by the Council; or the rule, standard
or action is not otherwi se in accordance with applicable [aw, or

(4) A claimby a Conpact Party that another Conmpact Party has
failed to conply with a provision of the Conmpact or with any rule or
standard established by the Council

(b) A Party State, the FBI, or a person, organization, or
government entity directly aggrieved by the Council's interpretation of
the Conpact or any rule or standard established by the Council pursuant
to the Conpact, or in connection with a matter covered under Sec.
902.2(a)(4), may request a hearing on a dispute by contacting the
Conmpact Council Chairman in witing at the Conpact Council Ofice,
Modul e C3, 1000 Custer Hollow Road, Cl arksburg, West Virginia 26306

(c) The Chairman may ask the requester for nore particul ars,
supporting docunmentation or naterials as the circunstances warrant.

(d) A dispute may not be based solely upon a disagreenent with the
merits (substantive wi sdomor advisability) of a rule or standard
validly established by the Council within the scope of its authority
under the Conpact. However, nothing in this rule prohibits further
di scussion of the nerits of a rule or standard at any regularly
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schedul ed Council neeting.

Sec. 902.3 Referral to Dispute Resolution Comittee.

(a) The five person Dispute Resolution Comittee nmenbership shal
be determ ned according to Conpact Article VI (g). Should a dispute
arise with an apparent conflict of interest between the disputant and a
Conmittee menber, the Committee menber shall recuse hinself/herself and
t he Conpact Council Chairman shall determ ne an appropriate substitute
for that particular dispute.

(b) The Compact Council Chairman shall refer the dispute, together
with all supporting docunents and materials, to the Council's Dispute
Resol ution Comittee.

(c) I'n making a decision as to whether to recommend a hearing, the
Di spute Resolution Conmittee shall |ean toward recomendi ng hearings to
all disputants who raise issues that are not clearly frivol ous or
wi t hout nerit.

(d) The Dispute Resolution Commttee shall consider the matter and:

(1) Refer it to the Council for a hearing;

(2) Recommend that the Council deny a hearing if the Conmittee
concl udes that the matter does not constitute a cogni zabl e di spute
under Sec. 902.2(a); or

(3) Request nore information fromthe person or organization
rai sing the dispute or from other persons or organizations.

Sec. 902.4 Action by Council Chairman.

(a) The Chairman shall communi cate the decision of the Dispute
Resolution Comrittee to the person or organization that raised the
di sput e.

(b) If a hearing is not granted, the Federal Bureau of
I nvestigation or a Party State nay appeal this decision to the Attorney
Ceneral pursuant to Section (c) of Article Xl of the Conpact (see Sec.
902. 6) .

(c) If a hearing is granted, the Chairman shall

(1) Include the dispute on the agenda of a schedul ed neeting of the
Council or, at the Chairman's discretion, schedule a special Counci
nmeeti ng;

(2) Notify the person or organization raising the dispute as to the
date of the hearing and the rights of disputants under Sec. 902.5
(Hearing Procedures); and

(3) Include the matter of the dispute in the prior public notice of
the Council neeting required by Article VI (d)(1) of the Conpact.

Sec. 902.5 Hearing procedures.

(a) The hearing shall be open to the public pursuant to Article VI
(d)(1) of the Conpact.

(b) The Council Chairman or his/her designee shall preside over the
hearing and may limt the nunber of, and the length of tine allowed to,
presenters or wtnesses.

(c) The person or organization raising the dispute or a Conpact
Party charged under the provisions of Sec. 902.2(a)(4) shall be
entitled to:

[[ Page 70569]]
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(1) File additional witten materials with the Council at |east ten
days prior to the hearing;

(2) Appear at the hearing, in person and/or by counsel

(3) Make an oral presentation; and

(4) Call witnesses.

(d) Subject to the discretion of the Chairnman, other persons and
organi zati ons may be pernitted to appear and nake oral presentations at
the hearing or provide witten materials to the Council concerning the
di sput e.

(e) Al Council menmbers, including a nmenber or nenbers who raised
the dispute that is the subject of the hearing, shall be entitled to
participate fully in the hearing and vote on the final Council decision
concerning the dispute.

(f) The Council shall, if necessary, continue the hearing to a
subsequent Council nmeeting.

(g) Summary minutes of the hearing shall be nade and transcri bed
and shall be available for inspection by any person at the Counci
office within the Federal Bureau of Investigation

(h) The proceedi ngs of the hearing shall be recorded and shall be
transcri bed, as necessary. A record of the proceedings will be made and
provided to the Attorney General if an appeal is filed pursuant to
section (c) of Article XI of the Conpact.

(i) The Council's decision on the dispute shall be based upon a
maj ority vote of Council menbers or their proxies present and voting at
the hearing. The Council's decision on the dispute shall be published
in the Federal Register as provided by section (a)(2) of Article Xl and
section (e) of Article VI.

(j) The Council Chairman shall advise Council menbers and hearing
partici pants of the right of appeal provided by section (c) of Article
Xl of the Conpact.

Sec. 902.6 Appeal to the Attorney General

(a) The Federal Bureau of Investigation or a Conpact Party State
may appeal the decision of the Council to the U S. Attorney Cenera
pursuant to section (c) of Article Xl of the Conpact.

(b) Appeals shall be filed and conducted pursuant to rules and
procedures that may be established by the Attorney General

(c) Appropriate notice of an appeal shall be comrunicated to the
Counci | Chairman by the appealing party.

Sec. 902.7 Court action

Pursuant to section (c) of Article XI of the Conpact, a decision by
the Attorney CGeneral on an appeal under Sec. 902.6 may be appeal ed by
filing a suit seeking to have the decision reversed in the appropriate
district court of the United States.

Dat ed: Novenber 1, 2002.
W | bur Rehmann,
Compact Counci | Chairman.
[ FR Doc. 02-29709 Filed 11-22-02; 8:45 am
Bl LLI NG CODE 4410-02-P
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—— ——

June 24, 2003

-~ PROTECTACT

ident s
April 30, 2003
m InGeneral—-
— e TheAttorney General shall establish apilot program for volunteer
groups to obtain national and state criminal history background

ECK roug gerpr [ ) 0 dle

Identification System of the Federal Bureau of Investigation.
+ Pilot Programs consists of State Pilot Program and Child
-~ Sofety PilotProggam
+ Pilot Programs must be established by July 29, 2003
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sese————————

m The Attorney Genera shall designate 3 states to participate
in an 18-month program.

¢ Tennessee

determination and convey the determinations to the
volunteer organizations.




Fitness Determinations

Electronic

Mait
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FBI Criminal
I State | Record

NCMEC

m The following organizations may participate as follows:
¢ 33,334 for the Boys and Girls Clubs of America

¢ 33, or the Nation entoring Partnership

3331 onal L of Youtl
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=

= The volunteer organization shall forward to the Attorney
- i I o fi , | obtai
completed and signed by the volunteer that:

« Sets out the volunteer’s name, address, date of birth appearingon a
ion document

out the particulars of such record;
+ Notifiesthe volunteer of hisright to correct an erroneous record

E—
| Fitness Determinations

e
- Fax/Internet
—

Local Boys and Girls Clubs
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NCMEC
FBI
- Fitness Determinations

Local Mentoring Programs

_—
Electronic

Mait
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m Consistent with the privacy protections delineated in the
ional Child : I I

determlnatl on whether the crlmlnal hlstory record

~ NOMEC, and the volunieer organizations.
establish fitness criteria.
+ Fitness criteria (pending approval):




Stateand Federal Fees

m A state may collect afee to perform a criminal background
_check which may not exceed the actual coststo the Stateto
perform such a check.
= The Attorney General may colect afeewhich may nol
—exceed $18 to cover the cost to the FBI to conduct the
— backgroundcheck. ———

+ (2) challenge the accuracy and completeness of the criminal
— historyrecordinformationinthereport.—————
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Feasibility Study

m The Attorney General shall conduct afeasibility study

within 180 days after the date of enactment of this Act.
The study shall examl ne the capaC|ty of statesand FBI to

+ Survey wassenttoall CTOsand StB representativeson——
— Jupe42003—— 0
+ Survey will be posted on LEO CJIS Home Page

— e FBICISwillworkiincooperation withthe Compact Council, the—
Bureau of Justice Statistics and SEARCH to complete the

Reporting Requirements

General shaII not Iater than 180 days after the date of

with children, the elderly, or the disabled.
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Final Report

m Based on the findings of the pilot project, the Attorney
_ General shall, not later than 60 days after the completion of

the pilot project, submit to Congress afina report,
—_including recommendations, whichmay include

criminal history background checks on their employees and
- voluntegs

:

ﬂpp@lﬁ:
m User Agreements
m Record retention
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